KING'S COLLEGE LONDON NHS HEALTH CENTRE  |  PATIENT PRIVACY POLICY
PATIENT PRIVACY POLICY
AND PRIVACY NOTICE
Including the use of artificial intelligence and AI-enabled clinical tools

	Document control
	Details

	Organisation
	King’s College London NHS Health Centre

	Address
	Bush House, 3rd Floor SE Wing, 300 Strand, London WC2B 4PJ

	Version
	2026.1

	Effective date
	16 August 2026

	Review date
	August 2027, or sooner following material legal, regulatory, system or service change

	Policy owner
	Practice Manager / Data Protection Lead

	Approval
	To be approved through the Practice governance process

	Status
	Patient-facing privacy policy and privacy notice


This updated policy replaces the previous notice. It explains how the Practice collects, uses, shares, secures and retains personal information, including where approved AI-enabled tools support clinical or administrative work. It should be read with the Practice’s confidentiality, records management, information security, data breach, subject access and AI/digital clinical safety procedures.
1. Purpose and scope
King’s College London NHS Health Centre (the Practice) is committed to using personal information lawfully, fairly, transparently and securely. This policy applies to information about registered and temporary patients, prospective patients, carers, representatives, complainants and other people whose information the Practice processes.
It covers paper and electronic records, telephone calls, online consultation systems, messaging, images, audio where specifically used, shared care records, analytics, and information processed through approved clinical, administrative and AI-enabled systems.
2. Key legal and regulatory framework
The Practice will apply current law and relevant NHS guidance, including:
UK General Data Protection Regulation (UK GDPR);
Data Protection Act 2018, as amended;
Data (Use and Access) Act 2025;
Common Law Duty of Confidentiality;
Human Rights Act 1998;
Health and Social Care Act 2008 and associated regulations;
Health and Social Care Act 2012;
National Health Service Act 2006;
Mental Capacity Act 2005;
Equality Act 2010;
Privacy and Electronic Communications Regulations 2003, where applicable;
Caldicott Principles;
Records Management Code of Practice 2021;
NHS information governance, clinical safety and cyber security requirements, including the Data Security and Protection Toolkit; and
Care Quality Commission requirements, including good governance and accurate, complete and contemporaneous records.
Where guidance or legislation changes, the Practice will apply the version in force and update this document where the change is material.
3. Who is responsible for your information
For most information held in the GP record, the Practice is the data controller. In some services the Practice may act jointly with another NHS organisation, or an organisation may process information on our behalf under a written contract. The relevant arrangement depends on the service and data flow.
Contact: Practice Manager / Data Protection Lead, King’s College London NHS Health Centre, Bush House, 3rd Floor SE Wing, 300 Strand, London WC2B 4PJ. Email: kingscollegehc@nhs.net.
4. Information we collect
identity and contact details, including name, date of birth, address, telephone number, email address, NHS number and next of kin;
demographic and equality information relevant to care and access;
student information where relevant to registration or service delivery;
clinical history, diagnoses, symptoms, consultation notes, medicines, allergies, immunisations, referrals, investigations, test results, images and care plans;
information from hospitals, community services, mental health services, pharmacies, social care, NHS bodies and other care providers;
appointment, access, communication and online consultation information;
information about carers, representatives, safeguarding and social circumstances;
feedback, complaints, incidents, claims and correspondence;
technical and audit information, including system access logs; and
audio or transcript data only where an approved tool requires it and the applicable transparency and consent/confidentiality requirements have been met.
5. Why and how we use personal information
	Purpose
	Examples

	Direct care
	Registration, diagnosis, treatment, prescribing, referrals, care coordination, safeguarding, follow-up and medicines management.

	Service delivery and administration
	Appointments, reminders, communications, managing access, verifying identity and responding to enquiries.

	Quality and safety
	Clinical audit, significant event review, complaints, incident investigation, service evaluation and clinical governance.

	Population health and risk stratification
	Identifying people who may benefit from proactive support, reviewing service needs and reducing avoidable deterioration or admission.

	Legal and regulatory duties
	Responding to lawful requests, safeguarding, public health, CQC requirements, NHS reporting and legal claims.

	Planning, commissioning and payment
	Service planning, contract management, invoice validation and approved reporting, using anonymous or pseudonymised data where practicable.

	Research
	Approved research where the required approvals, legal basis, confidentiality arrangements and patient choices apply.

	Training and education
	Supervised training and learning, with confidentiality safeguards.

	Digital and AI-enabled support
	Approved tools that assist documentation, summarisation, coding suggestions, triage support, administrative workflow, risk identification or clinical decision support, subject to the safeguards in section 10.


6. Lawful bases and confidentiality
The Practice identifies an appropriate lawful basis under UK GDPR Article 6 and, for health and other special category information, an Article 9 condition. These will vary by purpose. Direct care and management of health services will commonly rely on performance of a task in the public interest and processing necessary for health or social care by, or under the responsibility of, a professional subject to confidentiality.
Consent is not the legal basis for every use of health information. Where consent is the correct basis, it must be freely given, specific, informed and capable of being withdrawn. Separate consent or agreement may also be required under the Common Law Duty of Confidentiality, particularly where confidential information is used beyond direct care or where a consultation is recorded.
The Practice may process information to protect vital interests, comply with law, support public health, establish or defend legal claims, or conduct approved research where the relevant legal conditions are met.
7. Sharing information
We share only information that is relevant and necessary, using secure methods and appropriate agreements. Depending on your care or the applicable legal duty, recipients may include:
GP practices and primary care networks;
NHS trusts, community, mental health, urgent and emergency care services;
pharmacies, dentists, optometrists and other care professionals;
NHS England, integrated care boards, commissioning support services and other NHS bodies;
local authorities, social care and education services where relevant;
ambulance services;
approved laboratories, diagnostic providers and private or voluntary providers involved in care;
police, courts, coroners, regulators or other authorities where disclosure is lawful and necessary;
research organisations with appropriate approvals; and
technology suppliers acting as processors under contract, including approved AI-enabled tool providers.
We do not sell patient information. We require processors to act only on documented instructions, protect confidentiality and security, support individual rights, and delete or return information as required by contract and retention rules.
8. Shared care records and Summary Care Record
Electronic records may be made available to authorised health and care organisations involved in your care through approved shared record arrangements. Access is role-based and audited. The Summary Care Record may contain core information such as medicines, allergies and adverse reactions, with additional information where applicable. You may ask about available sharing choices, but restricting access can affect the information available to professionals caring for you.
9. Risk stratification, population health and automated processing
The Practice may use approved algorithms to identify patients who may be at increased risk or who may benefit from review or proactive support. Inputs may include age, diagnoses, medicines, long-term conditions, service use and hospital attendance. Outputs are used to support clinical or service review and are not treated as infallible.
Where processing involves a solely automated decision that produces a legal or similarly significant effect, the Practice will apply the safeguards required by current data protection law. These may include providing meaningful information, enabling the person to make representations, and arranging meaningful human review. Health information receives additional protection as special category data.
10. Use of artificial intelligence and AI-enabled clinical tools
10.1 What we may use
The Practice may only use NHS approved AI-enabled tools to support professional and administrative work. Examples may include ambient or consultation documentation tools, speech-to-text, draft clinical notes or letters, summarisation of records or correspondence, coding suggestions, workflow prioritisation, risk identification, triage support and clinical decision support.
10.2 Human responsibility and clinical judgement
AI output is advisory or preparatory. A suitably authorised member of staff remains responsible for checking relevant output before it is relied upon or entered into the clinical record. Final decisions about care are made using professional judgement and, where appropriate, in consultation with the patient. Staff must consider possible errors, omissions, fabricated content, bias and inconsistent results.
10.3 Transparency and patient choices
The Practice will provide additional tool-specific information where necessary. Where a patient raises concerns, staff can refer the matter to the Practice Manager, Data Protection Lead, Caldicott Guardian or clinician as appropriate.
11. International transfers
The Practice seeks to keep health information within the UK or other approved locations. If personal information is transferred outside the UK, the Practice will ensure there is a lawful transfer mechanism and appropriate safeguards, complete the necessary risk assessment, and explain material transfers in the relevant privacy information. The previous blanket statement that information will never leave the European Union has therefore been removed.
12. Security and confidentiality
Access is limited to people who need information for an authorised purpose. Measures include role-based access, smartcards or multi-factor authentication where applicable, audit logs, secure NHS systems, encryption, supplier assurance, staff training, confidentiality obligations, incident management, business continuity and regular review of access. Staff must not access their own, relatives’, colleagues’ or other patients’ records without an authorised work purpose.
13. Retention and disposal
Records are kept in line with the Records Management Code of Practice 2021 and applicable NHS retention schedules. Different records have different periods. Information is securely deleted or destroyed when no longer required, subject to legal holds, complaints, claims, investigations or continuing care needs. Temporary AI audio, transcripts, prompts and draft outputs will have a defined and minimised retention period; the final verified clinical record is retained under the applicable health-record schedule.
14. Your rights
Depending on the circumstances and lawful basis, you may have the right to:
be informed about the use of your information;
request access to your personal information;
ask for inaccurate or incomplete information to be corrected;
ask for processing to be restricted;
object to certain processing;
request deletion where the legal conditions apply;
receive certain information in a portable format where applicable;
raise concerns about direct marketing; and
receive safeguards in relation to significant solely automated decisions.
Some rights are qualified. For example, health records may contain information about another person, or disclosure may be restricted where the legal test for serious harm is met. The Practice will explain any lawful limitation.
15. National Data Opt-out and other objections
The National Data Opt-out allows people to opt out of their confidential patient information being used for research and planning in circumstances where the opt-out applies. It does not generally prevent information being used for individual care, essential public health functions or other uses outside its scope. You may also raise a specific objection with the Practice; we will consider it against the legal basis, confidentiality rules and any overriding legal duty.
16. Research and OpenSAFELY
The Practice may support approved research, clinical audit, service evaluation and health surveillance using secure data environments or approved platforms such as OpenSAFELY where applicable. Identifiable information is used only where there is an appropriate legal and confidentiality basis and the necessary approvals. Type 1 opt-out and National Data Opt-out choices apply according to their respective scope.
17. Accuracy and changes to your details
Please tell the Practice if your name, address, telephone number, email address, next of kin or other relevant details change. Accurate information supports safe care and reliable communication. If you believe a clinical entry is inaccurate, contact the Practice. The original entry may need to remain as part of the audit trail, with a correction or annotation added.
18. Data breaches
The Practice investigates suspected loss, unauthorised access, disclosure, alteration or destruction of personal information. Where required, we will notify the Information Commissioner’s Office within the statutory timeframe and inform affected people without undue delay where the risk threshold is met. Immediate containment and patient safety take priority.
19. Questions, concerns and complaints
Please contact the Practice Manager (Data Protection Lead) at the address above or email kingscollegehc@nhs.net. We will support you to raise a data protection complaint, acknowledge it within the period required by current law, investigate it and respond without undue delay.
You may also complain to the Information Commissioner’s Office (ICO). Current contact routes are available at www.ico.org.uk. The ICO’s postal address is Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF.
20. Publication, monitoring and review
This policy will be made available through appropriate patient-facing channels. The Practice will monitor compliance through audit, incident review, access monitoring, supplier review, complaints, clinical safety processes and governance meetings. The policy will be reviewed at least annually and sooner where there is a material change in law, guidance, service, supplier, technology or data flow.
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